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Summary of research 
• Infrastructure risk should be modeled with 

accounting of interdependencies, cascading or 
common cause failures, collocation or other effects. 

  
• Capture and quantify the complexities of large inter-

dependent urban infrastructure.  
 

• Such “system of systems” have applications far 
beyond urban infrastructure. 



Failures: common-cause (CCF) and cascading failures (CF) 

Dudenhoeffer et al, 2007 
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Kobe: CF as a result of CCF  
 Malfunction of traffic signals 
 Loss of satellite emergency 
communications 
 Hospital shutdowns 
 Loss of water filtration plants and 
pump stations 
 Loss of water and elevators in 
high-rises 
Fire ignitions (gas leaks and 
electricity sparks) 
Lack of heating at shelters 

Power outage due to the 1995 Kobe EQ. (KEPCO, 1997) 



Katrina: lifeline interactions example 
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40% of the US refinery is in this 
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Algorithms for system reliability 



Algorithm 1: multi-hazard system reliability 

• Hazards - events 
 Tsunami, 3, 5, 7, & 8  
 Earthquake, 8, 9, 11, & 12 

• Hazards – probability of 
occurrence 
 Tsunami, 0.003 
 Earthquake, 0.002 
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Algorithm 2: MPM (minimal path method): 
 system connectivity 

Network Minpath 
Run time-minpath 

(seconds)  
Reliability 

1 44 0.028 0.2966 

2 36 0.027 0.2065 

3 20 0.026 0.1778 

4 15 0.026 0.2781 

5 70 0.033 0.1184 

6 100 1.723 0.0 

7 252 0.065 0.0903 

8 48620 238.682 0.020 

9 5050 76.297 0.0 



Algorithm 3: Monte Carlo system reliability 
very large network 
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• binary 

x e1 e2 e3 e4 e5 
x1 3 2 0 0 0 
x2 2 0 1 0 1 
x3 0 2 3 1 0 
x4 0 0 0 1 3 
…. 

• multistate 



Algorithm 4: Multistate reliability - communication 
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Reliability 
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0 1 1 1 

1 0.9999 0.9999 0.9999 

3 0.9991 0.9990 0.9992 

4 0.9759 0.9735 0.9739 

8 0.9162 0.9577 0.9651 

10 0.0 0.8889 0.9429 

11 0.0 0.0 0.8912 

12 0.0 0.0 0.8576 

13 0.0 0.0 0.0 
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b={[0,3,4,8],[0,3,4,6],[0,3],[0,3,4],[0,3],[0,3,6],[0,3],[0,3,4,6],... 
 
    [0,3,4,8],[0,3],[0,3]} 

State vector of components: 

Probability vector of components: 
p = {[0.005 0.005 0.01 0.98],[0.02 0.01 0.015 0.955],[0.02 0.98],... 
 
    [0.01 0.015 0.975],[0.02 0.98],[0.005 0.02 0.975],[0.01 0.99],... 
 
    [0.01 0.015 0.005 0.97],[0.02 0.01 0.01 0.96],[0.02 0.98],[0.01 0.99]} 



Algorithm 5: Interdependent system reliability 
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Types of interdependencies 
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Example: transportation network 

t1 1 t2 t3

t4 t5 t6

t7 t8 t9

2

8 10

9 11

15 16

3 6 5 7

4 13 12 14

Demand Reliability 
node 9, R9 

Probability of 
failure (P9=1-R9) 

0 1 1 

1 0.9990 0.9990 

2 0.9890 0.9890 

3 0.9490 0.9490 

4 0.8770 0.8770 

5 0.7100 0.7100 

6 0.5260 0.5260 

7 0.2600 0.2600 

8 0.0870 0.0870 

State vector of components: 

Probability vector of components: 

b={[0,1,2,3,4],[0,1,2,3,4],[0,1,2,3,4],[0,1,2,3,4],[0,1,2,3,4],... 
 
    [0,1,2,3,4],[0,1,2,3,4],[0,1,2,3,4],[0,1,2,3,4],[0,1,2,3,4],... 
 
    [0,1,2,3,4],[0,1,2,3,4],[0,1,2,3,4],[0,1,2,3,4],[0,1,2,3,4],... 
 
    [0,1,2,3,4]} 
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Reduced networks – conditional probabilities 

Demand Reliability 
(R9) 
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5 0.0 
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8 0.0 
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Interdependencies (s-independent) 
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Multistate reliability and interdependent 
multistate reliability - transportation 
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0 1 1 

1 0.9990 0.9881 

2 0.9890 0.9524 

3 0.9490 0.8662 

4 0.8770 0.6837 

5 0.7100 0.3304 
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7 0.2600 0.1161 

8 0.0870 0.0383 
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Thank you 

javanbarg@quake.kuciv.kyoto-u.ac.jp 
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